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Abstract-Neighbor Discovery Protocol (NDP) is a stateless 
protocol used by Internet Protocol Version 6 (IPv6) to find hosts 
and routers in an IPv6 network. Lacking of authentication 
process makes NDP exposed to various attacks. Securing NDP is 
a critical task since the large deployment of the Internet is done 
in public areas such as airports, where no trust between users is 
existed. Many solutions were proposed to secure the NDP; 
however, most of them violate the design principle of NDP in 
terms of complexity and overhead. Hence, further research on 
NDP is needed in order to identify and model the points that 
would help improve NDP while reducing complexity. This 
research uses finite state machines (FSM) and Extended Finite 
State Machine (EFSM) to model the main mechanisms used by 
NDP for detecting NDP anomalies based on Strict Anomaly 
Detection. These models can be used as a network security tool 
or as a research tool to study and investigate the behavior of 
NDP behavior. 
 

Index Terms—Anomaly Detection, Finite State Machine, 
Neighbor Discovery Protocol, Strict Anomaly Detection  
 

I. INTRODUCTION 

Internet Protocol Version 6 (IPv6) [1] was deployed to 
overcome IPv4 address exhaustion limitation. Furthermore, 
IPv6 intended to replace IPv4  which  still carries the vast 
majority of Internet traffic in 2015. In July 2015, the 
percentage of users reaching Google services over IPv6 
surpassed 7% [2]. 

IPv6 uses NDP [3] to perform a variety of link operations, 
such as finding routers on the link, address resolution for 
nodes (hosts and routers), and keep track of the reachability 
state for other nodes. NDP includes IPSec in its original 
design; however, the documented literatures, such as RFCs, 
do not give detailed instructions on how the use of IPsec. 
IPSec can only be used with a manual configuration of 
security associations due to bootstrapping problems when 
using the Internet Key Exchange. 

As consequence, main enterprise companies and 
organizations were driven to deploy IPv6 and develop 
security polices to overcome the security issues in IPv6 [4-7]. 
Even IPv6 design includes the original specification of IPsec 
to secure IPv6, manual configuration is not recommended [8] 
and limits the applicability. Moreover, the designers of IPv6 
suppose that the local area network consists of only trusted 
users; however, Eernst and Young [9], which it’s a global 
leader company in assurance, tax, transaction and advisory 
services, mentioned in their survey in 2013 and 2014 that 
“employees were seen as the most likely source of an attack, 
and still seen as a significant risk”.  

This research models NDP mechanism using FSM [10], 
which is a powerful modeling tool used to describe systems 
behavior.  Furthermore, FSM can be used to detect abnormal 
behavior in NDP by describing the sequence of ICMPv6 
messages between neighbors. However, NDP specification 
includes variable and operations which FSM is not powerful 
to model them, hence, the proposed mechanism extend FSM 
with operation and variables to describe and analyze NDP 
using extended FSM (EFSM) modeling technique. 

Certainly, abnormal behavior generates additional amount 
of traffic or unauthorized sequence of packets. Consequently, 
modeling normal NDP behavior leads to detect these 
anomalies. By using Strict Anomaly Detection [11], which 
involves defining a set of rules for permitting events that 
reflect the normal behavior of NDP mechanism, allows 
detecting any activities that violate such rules. 

The rest of this paper is organized as follow: Section 2 
presents background of NDP. Section 3 covers some related 
work. Section 4 models the normal behavior of NDP. Section 
5 describes NDP anomaly detection method. Finally, the 
conclusion is presented in section 6. 

II. BACKGROUND 

IPv6 uses NDP to process Address Resolution, Router 
Discovery, Duplicate Address Detection (DAD), Neighbor 
Unreachability Detection (NUD), and Redirect traffic. 

To complete these tasks, NDP uses five ICMPv6 messages, 
which are: 
• Router Advertisement (RA) messages are originated by 

routers and sent periodicity, or sent in response to Router 
Solicitation to advertise their presence and send specific 
parameters such as MTU, Router Prefix, list of prefix and 
hop limits. Furthermore, Router advertisement contains 
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the information on how the host configures its global IP 
address using stateless or stateful technique. 

• Router Solicitation (RS) messages are originated by hosts 
at the system startup, to request for an immediately RA, 
rather waiting for the next scheduler timer. 

• Neighbor Solicitation (NS) messages are originated by 
hosts, which attempt to discover the link-layer addresses 
of other nodes on the same local link; or originated in 
Duplicate Address Detection (DAD), or originated to 
verify the reachability of a neighbor. 

• Neighbor Advertisement (NA) messages are sent to 
advertise the changes of the host MAC address and IP 
address, or solicited response to NS messages, which 
send in the address resolution process or Neighbor 
Unreachability Detection (NUD). NA message contains 3 
flags, Router flag (R) which indicates the sender is a 
router, Solicited flag (S), which indicates that the NA 
was sent in response to a NS, and  Override flag (O) 
which indicates that the advertisement should override an 
existing cache entry and update the cached link-layer 
address. 

• Redirect messages are used to redirect traffic from one 
router to another. 

TABLE I 
NDP MESSAGE OPTIONS 

Type Name Description 

1 
Source Link-layer 
(SL) 

Link-layer address of the sender of 
the packet. Used in RA, RS, and NS 

2 Target Link-layer(TL) 
Link-layer address of the target 
used in NA and RH 

3 Prefix Information(PI) 
Provide hosts with on-link prefixes 
and prefixes for Address 
Autoconfiguration 

4 
Redirected 
Header(RH) 

Used in Redirect messages and 
contains all or part of the packet 
that is being redirected 

5 MTU 
Used in RA to ensure that all nodes 
on a link use the same MTU value 

TABLE II 
NDP CONSTANTS 

NDP Constant Name Constant Value Description 
MAX_RTR_SOLICI
TATION_DELAY 

1 second Maximum delay time for 
the host to send RS 

RTR_SOLICITATIO
N_INTERVAL 

4 second Maximum time between 
RS 

MAX_RTR_SOLICI
TATION 

3 Transmission Maximum RS for each  

MAX_MULTICAST_
SOLICIT 

3 Transmission Maximum Multicast NS 
for address resolution 

RetransTimer  Set by 
management 

Retransmission time for 
NS or NA 

MAX_NEIGHBOR_
ADVERTISEMENT 

3 Transmission Maximum Number of NA  

AdvValidLifeTime Default 30 days Prefix valid Life-Time   

AdvPreferredLifeTim
e 

Default 7 days Prefix preferred life time 

DupAddrDetectTrans
mits 

Default 1, 0 
disable 

Maximum number of NS 
for DAD algorithm 

 
NDP messages include zero or more options depending on 

the information sent. Table I shows the five types of options 

included in NDP messages [3], while Table II shows the 
protocol constants that regulate the number of sending NDP 
messages between nodes. 

To simplify writing the options and flags for each NDP 
message inside the proposed models, the following format is 
used in this paper:  

NDP Message {Source Address (SA), Destination Address 
(DA), Target Address (TA)} {Flags}, {Options}. For 
example, solicited NA can be written: NA{S=1}, if it has 
override flag, then it written as NA{S=1, O=1}, for DAD NS: 
NS {SA (::)} where the source address is unspecified (::). 

III.  RELATED WORK 

The original design of NDP includes the original 
specification of IPsec as a security requirement of IPv6 NDP 
architecture, IPsec provides security to Internet 
communications at the IP layer. However, hosts use IPsec to 
validate the received NDP messages using a set of Security 
Associations (SA) that are created through Internet Key 
Exchange (IKE or IKE2), which in turn require a functional 
IP address. Thus, this validation process results in a 
bootstrapping. In addition, the current version of IPsec does 
not support multicast traffic [12]. It was designed to protect 
communication between two nodes only. Therefore, manual 
configuration must be made to secure NDP using IPsec, 
which is not scalable Therefore, using IPsec is limited to 
small networks with known hosts [3]. 

Securing networks where is IPsec considered to be an 
impractical choice, SEND [13] would be the best choice. 
However, SEND has not been widely deployed or 
implemented because of its high complexity and issues that 
reportedly holding back some vendors due to intellectual 
property claims and licensing terms concerning 
Cryptographically Generated Address CGAs [14] [15]. 

Other solutions proposed to detect and monitor NDP 
anomalies without any modification on the original design of 
NDP such as NDPmon [16]. NDPmon is a passive 
mechanism that tracks the changes in IP-MAC pairings, then 
notifies the administrator if any changes occur. The main 
drawback is, if there is a compromised node in the training 
face, the whole detection process fails.  

To overcome this issue, active techniques were proposed 
[17, 18] using probing packets in addition to observations 
(such as changes of IP-MAC pairs). Bansal et al. [19] 
improved the scheme by reducing the traffic due to probe by 
using Multicast Listener Discovery (MLD). Kumar et al. [20] 
proposed a host-based IDS utilizing active detection 
technique for NDP. This scheme verifies any change made in 
the neighbor cache of a host by sending NS probes. The main 
drawback of active technique that overhead traffic is made so 
that it can be used to generate DoS attacks by flooding the 
network with fake IP-MAC address pairs. Wang et al. [31] 
uses FSM and extended model of EFSM to make NDP 
conformance test in addition to Tree and Tabular Notation 
(TTCN) to specify test cases. However, this research work 
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considered NUD behavior only, where the state transition was 
tested; moreover, the protocol constants were not defined. 

This research work presented in this paper utilizes EFSM 
to model NDP main functions, such as DAD and NUD. It 
uses the protocol constants and utilizes Strict Anomaly 
detection technique to define the legitimate operations in 
NDP. Whenever an invalid operation is detected, the 
mechanism alerts the administrator. 

IV.  MODELING NDP BEHAVIOR USING EFSM 

NDP behavior consists of: i) Generating IP addresses using 
Stateless Address Autoconfiguration (SLAAC) [21]. ii) 
Verifying the uniqueness of the generated IP address using 
DAD or Enhanced DAD which used to detect loop back NS 
sending [22]. iii) Resolving IP addresses to its link-layer 
addresses. iv) Maintaining reachability track with 
neighboring nodes using NUD.  

NDP behaviors specifications are defined by Request For 
Comments (RFC) [RFC 4861, RFC 4862] which are 
published by Internet Engineering Task Force which is a 
large open international community of network designers, 
operators, vendors, and researchers interested in the evolution 
of the Internet architecture and the smooth operation of the 
Internet.  

Generating IP addresses include generating link-local and 
global addresses, while configuring the IP address. Each node 
joins within different IP states: i) Tentative Address State 
(TS). ii) Preferred Address State (PS). iii) Deprecated 
Address State (DP). iv) Invalid Address State (IS). v) DAD-
Failure State (DFS). When performing Address Resolution 
and NUD, the requested IP address joins within different 
states: i) Incomplete. ii) Reachable. iii) Stale. iv) Delay. v) 
Probe. vi) Unreachable.  

A. Link-Local Address  
As this research utilizes EFSM to model NDP behavior, 

Fig. 1 illustrates the EFSM model of generating a link-local 
address through a sequence of states where transitions from 
one state to the next presents the process of generating the 
address. Transitions between states occur in response to an 
event; “&&” symbols between two event means that the two 
event must be granted in order to transit to next state, while 
“||” symbols means that one of the events is needed to 
transition transit to next state.  

Each IPv6 node automatically sets up a link-local address 
using EUI-64 method or other methods [23, 24].Before 
assigning link-local address to an interface, the node enters 
into TS until the uniqueness verification of the tentative 
address. While nodes are in TS, their interfaces discard all the 
received packets except DAD related packets. If DAD 
algorithm succeeds, the tentative address is considered unique 
within its neighbors, and the node address state becomes in 
PS. The lease time for a unique link-local address is infinite 
long time.  On the other hand, in case that DAD algorithm 
failed and the duplicated link-local generated from hardware 
identifier, IP operation will be disabled; otherwise, IP 

operation on the interface may continue, and generate new 
address [3]. The node stays in PS while the interface enabled; 
otherwise, whenever the interface is disabled manually, 
disabled by hardware failure, or the interface cable 
unplugged, the nodes restart the procedure of configuring the 
link-local address. Sometimes the process of DAD is not 
reliable; mainly when two hosts performing DAD processes 
at the same time. In such condition, the two hosts may have 
the same address [3].  

B. Global Address 
In order to configure a global address, hosts must 

communicate with a router (or DHCPv6) to obtain the prefix 
information options and append it to the interface identifier. 
Therewith, the host enter the tentative address state along 
with the proceeding DAD process. If DAD process fails, the 
state of the address becomes DAD-Failure state; otherwise, 
the process of DAD suceeds and each address must have two 
timers derived from RA, namely: PreferredLifeTime and 
ValidLifeTime.  

Whenever the host already has a global address, 
PreferredLifeTime and ValidLifeTime are refreshed through 
RA. In case of PreferredLifeTime greater than 0, the IP 
address enters to PS state;  if PreferredLifeTime equal to zero 
and ValidLifeTime greater than zero, the IP state becomes 
DS, otherwise, the state become IS. Fig. 2 illustrates the 
generation of a global address. In the absence of RA, the host 
keeps sending RS every Retransmit time generated by 
exponential backoff algorithm [25] until RA received. 

C. Address Resolution and Neighbor Unreachability 
Detection 

IPv6 NDP replaces the Address Resolution Protocol (ARP) 
for resolving IPv6 addresses to MAC addresses, and keeps 
track of the reachability of other nodes using NUD. In 
address resolution and NUD processes, NDP uses NS and NA 
messages. 

In order to send data to neighbor nodes, each node knows 
the MAC address of the corresponding neighbor node by  

Fig. 1.  EFSM model of Link-Local address generation  
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Fig. 2.  EFSM Model for Global Address Generation 

 

 
Fig. 3.  EFSM Model for NUD process 
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Fig. 4.  EFSM model for DAD Attack Detection 

initiating the resolution process. Each node sends NS to the 
solicited-node multicast group of the receiver address asking 
about its MAC address. While waiting for NS, the sending 
node create a record of the receiver IP in its cache and make 
the state of it Incomplete. Whenever the sender node receives 
a Solicited-NA, the sender node updates its cache record with 
the received MAC address, and change the status to 
Reachable. If it receives unsolicited NA, it also updates the 
cache record of the MAC address, but the status of the 
address becomes Stale. Fig. 3 shows the detailed steps of 
address resolution and NUD states. 

D. Redirect 
IPv6 NDP Redirect messages are similar to ICMPv4 

redirect, which are sent by routers to inform a host of a better 
next-hop destination. Redirect message assists hosts to choose 
the most efficient routing path possible. Once the host 
receives a redirect message, the host updates the existing 
cache records. 

V. DETECTING NDP ANOMALIES 

In this research, Strict Anomaly Detection technique is 
utilized to observe any violation in NDP. As the 
characteristics of anomalies behavior differ from normal 
behavior, new failure states are defined to indicate any 
disallowed events or illegal transactions attempts. As 
mentioned in [27], “Not all detected anomalies are malicious 
acts”; however, anomalies have the potential to translate into 
significant critical and actionable information [28] used by 
attackers. Protecting company polices and protocols 
immunize the systems from most of attacks. To define rules 
to protect and detect NDP, NDP Behavioral dataset [29] used 
to analyze protocol violation attacks. The dataset contain the 
normal and abnormal behavior of NDP. 

A. Assumptions 
The proposed mechanism relies on the following 

assumptions regarding NDP:  i) All NDP messages passes the 
required validity checks [3]. ii) All nodes are IPv6 configured 
SLAAC mechanism. iii) Routers and servers have static IPv6 
addresses. iv) Management has a record of nodes MAC 
addresses and registers every new joining IP address. 

B. DAD attacks Detection 
Using EUI64 method limits the probability of having 

duplicated IP addresses in the same network. Since it depends 
on the MAC address to generates addresses [30], having 
duplicate MAC addresses is much critical than having 
duplicate IP addresses. On the other hand, the probability to 
have duplicated addresses while using random generation of 
IP addresses is once per minute for every 100 years, if there 
exist 50000 addresses per network. 

Fig. 4 shows the method for detecting DAD attack’. There 
are three main cases insures DAD-Attack: i) DAD-Failure for 
EUI64 IP generation method, however, the central 
management insures there is no duplicated MAC addresses 
while installing devices. ii) Receipt of NA message where is 
the tentative address does not exist inside the network. iii) 

Receipt of more than one DAD-Failure from Random 
Generation method, but the probability is too low to have 
DAD-Failure for generating two random IP addresses. 

C. NDP flooding Attack Detection 
Flooding attack violates protocol rules by sending 

thousands of messages per seconds; whereas the normal 
behavior of NDP is regulated by predefined constants. T. 
Narten et al. [3] set protocol constant to adjust the numbers of 
packets sent by each IP address; thus, the maximum number 
of messages sent for each IP: 3 RS/8 Seconds, 3 
RA/3Seconds, 1 NS/ 3 Seconds, 3 NA / Seconds. 

Constant NDP violation must be detected and logged. The 
violation originator could be an attack or system 

misconfiguration. To be undetected, the attacker sends 
thousands of packets using thousands of fake IP and MAC 
addresses, maintaining the normal number of sending 
messages per IP address. Therefore, switches tables must be 
monitored. Packets generated for each port must have one 
physical layer address, and there must be a limitation of the 
maximum number of hosts connected to each wireless access 
point. 

 

VI.  CONCLUSION 

NDP uses stateless mechanisms without any authentication 
or registration, giving the attackers the ability to perform 
malicious attacks. The first step in securing NDP is defining 
the protocol normal behavioral, because most successful NDP 
attacks violate NDP rules. 

In this research, NDP main mechanisms, such as DAD and 
NUD, were modeled using EFMS which is one of the best 
methods used for describing protocols behaviors, according to 
the recent protocol RFCs and updates. The resulting model 
can be used as a tool to study and investigate the behavior of 
NDP, and to check its consistency in operating systems 
releases.  

Strict Anomaly Detection used to define the failure state in 
EFMS, and report any violation of protocol constants. These 
violations can be resulted of protocol misconfiguration or 
attacks. Thus, the model presented in this paper has the ability 
to detect NDP attacks, such as DAD attack, and NDP 
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flooding attacks, since most of the attacks violate the protocol 
rules. 

It is important to mention that the model can only detect 
NDP attacks that violate the protocol constants, since it 
considers only the protocol rules violation. Other violations 
such as the spoofed IP or MAC addresses cannot be detected; 
for instance, the attacker can flood the network with NDP 
messages using spoofed IP address. This model cannot 
recognize if the IP address is real or spoofed. Hence, this 
model must be combined with other models to build a 
complete system for securing NDP.  

As this model provides the start point for securing NDP, 
the next step in this research is to build another model based 
on management contestants, which defines the system nodes, 
and rules between these nodes such as defining routers and 
servers.  
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